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Abstract  
 
A behavior such as enabling two factor authentication has a positive impact on a users’ 
information security. It is assumed that given the benefits, users will want to perform this 
cybersecurity related behavior. However, some users choose not to perform the beneficial 
security behavior. Varied explanations have been provided as to why users choose to perform or 
not perform cybersecurity behaviors. The factors that influence users in the decision making of 
whether to perform or not perform a cybersecurity related behavior are referred to as constructs. 
This study seeks to combine the results of selected studied, with the aim of identifying prominent 
user cybersecurity behavior constructs, as well as the relationships between the constructs. The 
contributions made by the study is the consolidated visualization of behavior constructs that have 
an influence on user cybersecurity behavior. Furthermore, the study also provides practical 
applications of the cybersecurity behavior constructs. To achieve the goals of the study, a 
literature review is used as the study methodology. Data from previous studies is systematically 
collected, and analyzed. The study makes use of the Theoretical Domains Theory as a tool, which 
aids in consolidating the different behavior constructs found in cybersecurity literature. The 
constructs Beliefs about Capabilities, Beliefs about Consequences, Reinforcements, Social 
Influences, Intentions, Emotions, Social/Professional Role and Identity, Knowledge and Skills are 
found to have influence on cybersecurity behavior. 
 
Keywords: Cybersecurity, Behavior, Construct, Theoretical Domains Framework 
 

 
 
1. Introduction  
 
An Internet user, or simply user, is a person that makes use of the Internet to carry out activities 
(Addae et al. 2019; Radic et al. 2020). On an individual level, a user makes use of the Internet for 
electronic activities such as information gathering, entertainment, education, communication, and 
performing transactions (Reglitz, 2020; Skovhoj, 2020). On an organizational level, the Internet is 
used for activities such as to carry out transactions, meetings and data storage (de Boer et al. 
2019). On a national level, some countries’ critical assets such as electricity infrastructure, 
medical infrastructure, and financial systems rely on the Internet to operate (Abbadi, 2011; 
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McDonald, 2017). Given the importance of the Internet, securing the Internet has become a 
priority for governments, organizations, and individuals.  

Cybersecurity is the term used to refer to the protection of computer systems, hardware 
and software, and networks from theft or damage (Herrmann and Pridöhl, 2020). To implement 
cybersecurity, governance instruments such as policies, standards, and guidelines provide 
information to be used when designing, implementing, or using the Internet (de Boer et al. 2019; 
Ying and Zonghua, 2020). To ensure cybersecurity, the appropriate technology, both hardware 
and software, has to be in place. Furthermore, users are a key requirement to ensure 
cybersecurity (Herrmann and Pridöhl, 2020), because users are the ones that ensure that the 
appropriate technology, policies and standards are in place and are used as expected. The 
researchers such as Kuppusamy et al. (2020), Safa et al. (2015) and Michie et al. (2008) highlight 
that user behaviors are key in the maintenance of cybersecurity (Kuppusamy et al. 2020; Michie 
et al. 2008; Safa et al. 2015). The actions taken by users to ensure cybersecurity can be restated 
as user cybersecurity behaviors. The understanding of user behavior in the cybersecurity domain 
has not yet reached the maturity of the understanding of technology and governance.  

The contribution of this paper is towards the understanding of user cybersecurity behavior 
by identifying and visualizing the relationship between behavior constructs and cybersecurity 
behavior. The findings of the study are aimed at contributing to the design of cybersecurity user 
behavior intervention initiates. By knowing how the identified behavior constructs impact 
cybersecurity behavior, the designer of the cybersecurity user behavior intervention initiates has 
the opportunity to incorporate behavior change strategies which focus on the specific user 
behavior constructs.  

The paper is presented as follows: the second section of the paper presents the 
background to the study. With the Background section, descriptions to cybersecurity behavior 
environments, cybersecurity behavior categories, cybersecurity behavior constructs and the 
Theoretical Domains Framework are presented. The third section of the paper presents a 
description of the methodology followed in the study. The fourth section presents the results of 
the study, which is, the relationship between cybersecurity behavior categories and cybersecurity 
behavior constructs. The fifth section of the study presents a discussion on how the results of the 
study can be practically implemented. Finally, the sixth section concludes the study. 
  
2. Background 
 
Cybercrime victims' increasing number has led researchers to study other methods of changing 
user behavior (Bada et al. 2019; Briggs et al. 2017; Furnell et al. 2018; Gangire et al. 2019; Jansen 
and van Schaik, 2019; Shah and Agarwal, 2020; Skinner et al. 2018). Traditional intervention 
strategies, such as Cybersecurity Awareness (CSA) campaigns, have proven to be ineffective. 
Bada et al. (2019) concluded from an evaluation of why CSA campaigns fail to change users' 
behavior that this is generally because existing cybersecurity interventions are not addressing the 
challenge of changing users’ behavior. Cybersecurity intervention initiatives are primarily 
knowledge-based (Bada et al. 2019). CSA campaigns equip users with cybersecurity information, 
however, the knowledge is not enough to change behavior. The authors of Bada et al. (2019) 
suggest that to achieve a positive change in users' cybersecurity behaviors, the behavior change 
problem should be addressed (Bada et al. 2019).  
 
2.1. User cybersecurity behavior 
 
A user's cybersecurity behavior includes actions for maintaining or compromising cybersecurity. 
Based on Stanton et al. (2005), user cybersecurity behavior is shaped by a user's  intentions, 
knowledge and environment (Stanton et al. 2005).  

User intentions, in the current context, refer to a user’s purpose for performing the 
cybersecurity behavior. A user’s intentions can lie on a scale between benevolent and malicious. 
Additionally, a user’s environment provides external influence to a user’s intentions. For instance, 
environments that are inductive to performing cybersecurity behaviors encourage users to do so 
(Stanton et al. 2005).  
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Certain users have the knowledge and skills necessary to perform cybersecurity 
behaviors that enhance the protection of Internet resources. These users understand the need to 
maintain cybersecurity. Users may also use the Internet to carry out malicious intent, such as 
destroying systems or stealing money from individuals, organizations, or governments ( 
Hadlington, 2017; Liggett, 2020; Sabillon et al. 2016; Weber et al. 2020). An average Internet 
user can also cause harm unknowingly through unintentional insecure behaviors. A common 
example of such behavior is the sharing of private information with strangers. Oversharing on the 
Internet can have devastating consequences (Gratian et al. 2018).  

While some users may not be aware of the risks associated with online behavior, there 
exist users that are aware and continue to engage in risky activities despite knowing the 
consequences. (Bada et al. 2019; Herbert et al. 2020). Users' motivations for their behavior are 
not completely understood (Bada et al. 2019; Shah and Agarwal, 2020; Van Bavel et al. 2020; 
Wshah et al. 2020). Without understanding the influences of user cybersecurity behavior, it is a 
challenge for cybersecurity professionals to design intervention initiatives. 

 
2.2. Cybersecurity behavior environment and cybersecurity behavior categories 
 
Before identifying cybersecurity behavior constructs, it is imperative to define the cybersecurity 
behavior being affected by the construct. Cybersecurity behaviors can be divided into two 
categories, specifically Work behavior and Home behavior. Work and Home are examples of 
cybersecurity behavior environments. Cybersecurity behavior is influenced by the environment. 
For instance, it is possible for a user to be targeted more effectively by social engineering attacks 
when they are at home rather than at work. 

In this section, we examine cybersecurity behavior in the work and home environment. 
Since cybersecurity behaviors are numerous, categorizing the cybersecurity behaviors is an 
effective way of conducting research on cybersecurity behaviors. Users' cybersecurity behaviors 
are further classified into behavior categories within the environments (Guo, 2013; Mashiane and 
Kritzinger, 2019; Stanton et al. 2005). By categorizing behaviors, a researcher can focus on a 
smaller scope of behaviors and group similar behavior together. 
 
2.3. Cybersecurity behavior at work 
 
A user’s cybersecurity behavior is governed by policies, regulations, and cybersecurity controls 
in the work environment (Beautement et al. 2008). Information technology departments or security 
experts can assist users with adhering to the policy by reminding users to update software, 
sending out information about new cyber threats, sharing information security best practices, and 
blocking undesirable applications or websites. In the work environment, users are held 
accountable for misconduct or not adhering to the organizational policy (Kritzinger and von Solms, 
2010; Safa et al. 2016).  
 
2.3.1. Cybersecurity behavior categories at work 
 
Six categories of cybersecurity behavior in the work environment were identified by Stanton et al. 
(2005) (Figure 1). The categorization was developed by interviewing 110 stakeholders. During 
the interview, participants listed good and bad user cyber security behaviors. The behaviors were 
then assigned categories by ten domain experts. Grouping the behaviors was based on the level 
of expertise required to perform a behavior, and the intentions to support the organization. The 
six categories being: Intentional Destruction, Dangerous Tinkering, Aware Assurance, 
Detrimental Misuse, Naïve Mistakes, and Basic Hygiene (Stanton et al. 2005). A two-dimensional 
plane was used as the visualization tool for the cybersecurity behavior categories. The x-axis 
plots the intention of the user, which ranges from malicious to benevolent. The y-axis plots the 
user expertise, which ranges from novice and expert users (Stanton et al. 2005). Mashiane and 
Kritzinger (2019) added Security Compliance as a category that encompassed cybersecurity 
behaviors performed to comply with organizational security policies (Mashiane and Kritzinger, 
2019). Additionally, Mashiane and Kritzinger (2019) divided the y-axis of the graph into four 
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sections labeled: Intentional Malicious, Unintentional Malicious, Unintentional Benevolent and 
Intentional Benevolent. Mashiane and Kritzinger (2019) introduced this change to make the graph 
easier to interpret in terms of the intentions of users in terms of cybersecurity behavior (Mashiane 
and Kritzinger, 2019). Figure 1 illustrates the cybersecurity behaviors of users in the work 
environment. 
 

 
 

 
Figure 1. User cybersecurity in the work environment 

Source: Mashiane and Kritzinger (2019) 

 
2.3.2. Cybersecurity behavior at home 
 
Home users use computers or mobile devices that are connected to the Internet at home as well 
as individuals of all ages. Users are responsible for ensuring that cybersecurity controls are 
implemented at home. Cybersecurity controls include both technical measures such as firewall 
installation and user-centered measures such as creating strong passwords. It is also the choice 
of the home user to enforce cybersecurity laws. Whether stringent cybersecurity controls are 
implemented or not is up to the user. Users are in control of their home environment. 

Presented in this section are user cybersecurity behaviors in the home environment. 
Mashiane and Kritzinger (2019) conducted an exercise to extract the behavior of users in the 
cybersecurity context from literature (Mashiane and Kritzinger, 2019). The x-axis of Figure 2 is 
labeled with the intention labels shown in Figure 1. The y-axis has been updated to reflect home 
user cybersecurity behavior. Rather than having knowledge or skills of cybersecurity, 
demonstrating knowledge application in the home environment is a more appropriate means of 
measuring user knowledge (Anderson and Agarwal, 2010; Mashiane and Kritzinger, 2019; Ruiz 
et al. 2017; Simonet and Teufel, 2019; Talib et al. 2010). In order to include these labels on the 
y-axis, the following labels were added: None or Limited Knowledge and Skills, Knowledge and 
Skills with No Application, and Knowledge and Skills with Application. 

Figure 2 shows an analysis of behavior categories. Eight categories are depicted on the 
graph. Hacking, Aggravative, Disrupting, Unconcerned, Inexperience, Cognitive Laziness, 
Convenience, Proactive, Aware and Knowledge Graining. 
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Figure 2. Home Users' Cybersecurity Behavior Categories  
Source: Mashiane and Kritzinger (2019) 

 
2.4. Behavioral constructs 
 
While knowledge, intentions, and environment are useful to define user behavior, there exist 
additional behavioral factors or behavioral constructs that are associated with cybersecurity 
behaviors among users (Alqahtani and Kavakli-Thorne, 2020; de Kok et al. 2020; Hadlington, 
2018). Behavioral constructs are defined according to psychology in this study. It can therefore 
be said that behavioral constructs are factors that are not directly observable or measurably 
accurate, but can be observed in the resulting behavior (Hadlington, 2021; Kelly, 2020). For 
instance, users' attitudes toward cybersecurity have been associated with their behavior. While 
attitude cannot be directly observed or measured, a user’s attitude towards cybersecurity has 
been shown to have an influence on a user’s performance of cybersecurity behaviors (de Kok et 
al. 2020).  

Through the use of recent empirical studies that have evaluated the psychological 
influences on user behavior in cybersecurity, this study attempts to gain a new understanding of 
cybersecurity behavior. Having a common terminological framework is essential for combining 
the results of different studies. Through the Theoretical Domains Framework, a terminology like 
this is made possible. 
 
2.5. Theoretical Domains Framework (TDF)  
 
Behavior change is a key component of the Theoretical Domains Framework. Research done by 
Psychologists, health service researchers, and health psychologists led to the development of the 
framework, which brings together existing behavioral theories. As the use of the framework 
matured, so did its adoption in different disciplines (Atkins et al. 2017; Cane et al. 2012; Phillips 
et al. 2015; Wshah et al. 2020). 

Theoretical Domains Framework was created to meet the challenge of selecting a theory 
in the development of behavior change interventions. Creating behavior change interventions 
became challenging due to the large number of behavioral theories available to healthcare 
professionals. There is a need for standardization in intervention design. For results to be 
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comparable, behavior theories have to be selected and applied consistently. Furthermore, 
different intervention designs and inconsistent language used when describing intervention 
techniques made it difficult to trace successful interventions (Atkins et al. 2017; Cane et al. 2012; 
Phillips et al. 2015). 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 

 
Figure 3. Illustration of the Concept of the TDF  

Source: Cane et al. (2012) 
 
Following a rigorous process, behavioral theories were identified, constructs were 

extracted, and finally domains were grouped. Figure 3 illustrates the idea of how theoretical 
domains are defined. In order to validate the identification of domains, backward validation was 
applied, in which pilot interview questions based on theoretical domains were sent out for 
evaluation.  

A total of 112 constructs were contained in twelve domains of the resulting framework. 
Cane et el. (2012) refined the framework and produced the latest version which has fourteen 
domains, grouping eighty-four constructs. The domains in the latest version of the Theoretical 
Domains Framework are: Knowledge, Skills, Emotions, Memory and Attention and Decision 
Processes, Behavioral Regulation, Social Or Professional Role and Identity, Beliefs about 
Capabilities, Optimism, Beliefs about Consequences, Intentions, Goals, and Reinforcement 
(Cane et al. 2012).  
 
3. Methodology 
 
To achieve the study's objectives, a systematic literature review was conducted. According to 
Okoli and Schabram (2010), a Systematic Literature Review is a method that clearly identifies, 
evaluates, and synthesizes previously completed and recorded work produced by researchers, 
scholars, and practitioners (Okoli and Schabram, 2010). The systematic literature review is driven 
by a clear research question, which guides the collection of literature, the extraction of data, and 
ultimately the analysis of the data. A Systematic Literature Review results in new knowledge or a 
new perspective on existing knowledge (Boell and Cecez-Kecmanovic, 2015; Ghosh and 
Guchhait, 2020; Kuppusamy et al. 2020; Xiao and Watson, 2019).  
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The Systematic Literature Review is held to the same standards as other scientific 
methodologies. The results of a Systematic Literature Review must be repeatable, reliable, and 
valid. The Systematic Literature Review is conducted according to steps outlined by the 
researcher. 

Several guidelines are available on how to conduct a Systematic Literature Review. A 
quality literature review follows a four-phase process, including planning, literature selection, data 
extraction, and writing the review (Alexander, 2020; Boell and Cecez-Kecmanovic, 2015; Keele, 
2007; Okoli, 2015; Okoli and Schabram, 2010; Xiao and Watson, 2019). Okoli and Schabram’s 
(2010) guidelines were created for the research on information systems, so the research follows 
those guidelines.  

Numerous studies have examined cybersecurity behavior change from the perspective 
of different psychological theories. To date, no study has separated the theories into their 
constructs and compared the results collectively. It was found appropriate to perform a Systematic 
Literature Review to compare cybersecurity behavior and behavior constructs. Systematic 
Literature Reviews are conducted in order to identify cybersecurity behavioral constructs. To 
identify cybersecurity behavioral constructs, the protocol followed in the study is detailed in the 
remaining sections of the methodology. 

The search terms "cyber", "security", "psychology", "behavior", "theory" and 
"cybersecurity" were initially entered into Google Scholar. We scanned the abstracts of the 
publications that mentioned a behavioral theory. We documented these theories in preparation 
for the next phase of our search. Then, we searched Google Scholar and Research Gate using 
the list of behavior theories presented in Step 1 and the terms "cybersecurity" or "cyber security". 
A date filter was applied to Google Scholar so that searches only returned publications from 1999 
up to 2019. 

According to the practical screening criteria, participants must meet the following 
requirements: There is an English version of the publication, and the publication was published 
between 1999 and 2019.  

For quality appraisal, the following inclusion criteria were used: An empirical study, the 
study uses a questionnaire/survey for data collection. A hypothesis test is conducted in this 
study.One of the null hypotheses has to quantify the relationship between the construct and the 
construct's "intention to behave" or its actual behavior. Study-validated constructs or previously 
validated constructs were used in the study. Equal weight was given to each of the inclusion 
criteria. Articles had to comply with all the criteria in order to be considered. 

During the study, data was extracted as follows: For each study, extract following 
demographic data was collected: Author Name, Article Title, Year of publication, Study Design, 
Context of Study (Home or Work), Psychology Theories, Cybersecurity Behavior, Sample Size, 
and Gender of participants. By taking into account psychology theories and author-defined 
theories, we extract constructs used in selected studies. The extracted data is documented on a 
spreadsheet using Microsoft Excel, 2016, 32-bit software.  

The refined Theoretical Domains Framework (Cane et al. 2012; Cane et al. 2015) was 
used for the study. The constructs of the Theoretical Domains Framework were placed on the 
spreadsheet. Definitions for each construct were extracted from previous literature by looking at 
both the provided definition as well as the associated question in the provided questionnaires 
(Cane et al. 2012; Cane et al. 2015). Finally, each construct taken from the qualifying literature 
was mapped onto the Theoretical Domains Framework based on the definition of that construct 
provided by the author. The write-up of the Systematic Literature Review is presented in this 
study.  
 
4. Relationship between cybersecurity behavior categories and behavior constructs 
 
This section presents the results of the Systematic Literature Review. The behavior constructs 
found in the literature have been mapped to the Theoretical Domains Framework. This section 
presents the relationship between cybersecurity behavior categories (presented in Section 3) and 
the behavior constructs.  
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In Figure 4, you will find the key to interpreting the next set of diagrams. An arrow with a 
solid line indicates a positive relationship between constructs, in other words construct A is 
positively correlated with construct B. Negative relationships are represented by dotted lines, thus 
Construct A has a negative/reduced relationship with Construct B. The colour of the line indicates 
whether or not the relationship has been found to be significant in a study. Statistically significant 
relationships are indicated by green lines, while relationships that are not significant are indicated 
by red lines.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 4. Relationship Key 
 
 
4.1. Cybersecurity behavior categories and constructs: work environment 
 
This section outlines the results of our study regarding cybersecurity behavior in the work 
environment. 
 
4.1.1. Intentional malicious behavior 
 
This section presents the constructs and the cybersecurity behaviors under intentional malicious 
behavior. 
 
4.1.1.1. Detrimental misuse and theoretical domains framework behavior constructs 
 
Choi et al. (2013) was the only one that focused on Detrimental Misuse behavior (Choi et al. 
2013). Detrimental Misuse is evaluated through Skills Development, Self-Efficacy, Organizational 
Culture/Climate, Skills, Stability of Intentions, Knowledge, and Action Planning (Figure 5). 
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 Figure 5. Detrimental misuse and behavior constructs 

 
 

The constructs Organizational Culture/Climate and Skills were found to be statistically 
significant in reducing Detrimental Misuse. The study by Choi et al. (2013), is aligned with the 
finding of other researchers (Bada et al. 2019), which is, a cybersecurity culture positively impacts 
user cybersecurity behavior.  

Based on Self-Efficacy, Skills Development, Stability of Intentions, Knowledge, and 
Action Planning, it was not statistically significant that Detrimental Misuse had reduced.  

 
4.1.2. Unintentional malicious behavior 
 
This section presents the constructs and the cybersecurity behaviors under the unintentional 
malicious behavior. 
 
4.1.2.1. Dangerous tinkering and theoretical domains framework behavior constructs 
 
Ifinedo (2017) is the only study that looked at Dangerous Tinkering. The evaluated constructs are 
Perceived Behavioral Control and Knowledge of Condition/Scientific Rational. There was 
statistical significance between Perceived Behavioral Control and Dangerous Tinkering, 
particularly low Perceived Behavioral Control (Figure 6).  

Statistically significant reductions in Dangerous Tinkering were found when Factor and 
Condition were taken into account, however Knowledge of Condition and Scientific Rationale was 
not found to be significant reductions in Dangerous Tinkering. 
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Figure 6. Dangerous tinkering behavior and behavior constructs 
 

4.1.2.2. Naïve mistakes and theoretical domains framework behavior constructs 
 
A comparison of two studies examined Naïve Mistakes (Cashin and Ifinedo, 2014; Ifinedo, 2014). 
Outcome Expectancies, Modeling, Self-Monitoring, Stages of Change Model, Self-Efficacy, and 
Leadership (Figure 7) were the constructs evaluated. 

 
Figure 7. Naïve mistakes and behavior constructs  

 
Statistically significant reductions of Information Security Careless behavior were found 

to be linked to Leadership and Self-monitoring. Leadership is defined as the management and 
executive structure of the company supporting benevolent cybersecurity practices. Self-
Monitoring means that employees or users have the responsibility of monitoring themselves while 
performing cybersecurity related behaviors. 
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It is noteworthy that Outcome Expectancies were found to be a significant contributor to 
increasing self-monitoring in this context. Outcome Expectancies, in this context, refer to whether 
the user expects there to be a worthwhile outcome of performing the cybersecurity behavior. 
Hence, if users believe what they are doing is worthwhile, there is a greater likelihood of them 
self-monitoring, which in turn will lead to fewer naive mistakes in the work environment. 

 
4.1.3. Unintentional benevolent behavior 
 
This section presents the constructs and cybersecurity behaviors under unintentional benevolent 
behavior. 
 
4.1.3.1. Security compliant behavior  
 
Nine studies focused on Security Compliant Behavior (Herath and Rao, 2009; Ifinedo, 2014; 
Johnston and Warkentin, 2010; Koohang et al. 2019; Li et al. 2014; Ofori et al. 2020; Siponen et 
al. 2014; Siponen et al. 2007; Vance et al. 2012). The evaluated constructs are Leadership, 
Procedural Knowledge, Knowledge Probability\Vulnerability of the Threat, Self-efficacy, Beliefs 
(under Beliefs about Capabilities), Consequents (under Beliefs about Consequences), Breaking 
Habit, Rewards, Outcome Expectancies, Social Norm, Consequents (under Reinforcement), 
Stages of Change Model, Cues to Action, Organizational Culture/Climate, Positive/Negative 
Affect, Susceptibility  of the Threat, Subjective Norm, Sanctions, Barriers and Facilitators, 
Incentives, Group Identity, Punishment, and Certainty of Detection (Figure 8). 

 

Figure 8. Security compliant behavior and behaviour constructs 
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The constructs Self-efficacy, Outcome Expectancies, Consequences (under 
Reinforcement) and Social Norms had more than two studies that statically prove the relationship 
with Stages of Change Model. In this context, the Stages of Change construct refers to the 
intention of a user to perform Security Compliant Behavior. Ajzen (2011) stated that intentions to 
perform a behavior are secondary to the actual behavior. According to Ajzen (2011), users should 
have a strong intention (Stages of Change Model) to perform a behavior, there is a benevolent 
chance that the user will perform the behavior (Ajzen, 2011). 

  
4.1.4. Intentional benevolent behavior 
 
This section presents the constructs and the cybersecurity behaviors under the intentional 
benevolent behavior. 
 
4.1.4.1. Basic hygiene and behavior constructs 
 
Two studies focused on Basic Hygiene behavior (Addae et al. 2019; Hong and Furnell, 2019). 
The evaluated constructs are Characteristics of Outcome Expectancies, Resources/Material 
Resources, Anxiety, Beliefs (Beliefs about Consequences), Positive/Negative Affect, 
Competence, Probability\Vulnerability of the Threat, Self-efficacy, Identity (Optimism), Stages of 
Change Model, Reinforcement, Organizational Commitment, Social Support, Social Pressure, 
Group Identity, Perceived Behavior Control, Beliefs (Beliefs about Capabilities), and Ability 
(Figure 9). 

Beliefs (Beliefs about Capabilities), Social Support and Stages of Change Model were 
not found to be significant in increasing cybersecurity Basic Hygiene behavior. Beliefs (Beliefs 
about Capabilities) are the user’s belief of the usefulness of performing the cybersecurity Basic 
Hygiene behavior. Social Support refers to the reassurance that there will be sufficient support 
and assistance should it be required when performing the behavior.  

 
Figure 9. Basic hygiene and behavior constructs 

 

Basic 
Hygiene 

1 

1 

Stages of  
Change 
Model 

1 

1 

Ability 1 

1 

1 

Competence 

1 

1 

Beliefs 
About  

Consequences 

1 

1 

1 

1 Anxiety 

Characteristics 
Of   

Outcomes 
Expectancies 

1 

1 

Resources 

2 

1 

Probability/ 
Vulnerability 
of the 
Threat 

1 

Beliefs 
About   

Capabilities 

1 

Group 
 Identity 

1 

Identity 
Optimism 

1 

Organizational  
Commitment 

1 Perceived  
Behavioral 
 Control 

1 

2 Positive 
/Negative 

Affect 

1 1 

1 
Reinforcement 

1 

1 

1 

2 

1 

Self-
Efficacy 

1 

Social 
Pressure 

1 

Social 
Support 

1 

Consequents 
(Reinforcement) 

Incentives 

1 

Barriers 
and  
Facilitators 

1 
Cues  
to Action 

1 

Social  
Identity 



 
 
 

Mashiane & Kritzinger / Eurasian Journal of Social Sciences, 9(2), 2021, 98-122 
 
 

 

110 

 

4.1.4.2. Aware Assurance and Behavior Constructs 
 
Two studies focused on Aware Assurance (Flores et al. 2014; Safa et al. 2015). The evaluated 
constructs are Skills Development, Group Conformity, Beliefs (under about Capabilities), Barriers 
and facilitators, Knowledge, Positive/Negative Affect, Self-efficacy, Perceived Behavior Control, 
Cues to Action, Social Support, Reinforcement, Social Pressure, Organizational Culture/Climate, 
Social Identity, Identity (under Optimism) Group Identity, Stages of Change Model, and 
Organizational Commitment.  

A negative relationship was hypothesized between of Stages of Change construct and 
Detrimental Misuse. The relationship was found to be statistically significant (Figure 10). 
Knowledge of Condition/Scientific Rationale is the only construct that was found to be statistically 
significant to increase detrimental misuse. Skills Development was hypothesized to reduce 
detrimental misuse behavior. This relationship was not found to be statistically significant. Self-
efficacy was hypothesized to reduce detrimental misuse behavior. This relationship was not found 
to be statistically significant. Self-efficacy was also hypothesized to increase Skills. Knowledge 
was evaluated to have a positive relationship with Stages of Change Model, Stability of Intentions 
and Skills. The relationship between Skills and Knowledge was not found to be statistically 
significant, the relationship between Stages of Change Model and Stability of Intentions was found 
to be statistically significant. 
 

 
Figure 10. Aware Assurance and Behavior Constructs 
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4.2. Cybersecurity behavior categories and constructs: home environment 
 
This section presents the results of the results for cybersecurity behavior in the home 
environment. 
 
4.2.1. Intentional malicious behavior 
 
This section presents the constructs and cybersecurity behaviors under intentional malicious 
behavior. 
 
4.2.1.1. Disrupting Behavior and Behavior Constructs 
 
Only one study focused on Disrupting Behavior (Xiao and Wong, 2013). The evaluated constructs 
were Cues to Action, Knowledge of the Environment and Social Norms. All evaluated constructs 
were found to be statically significant in contributing towards Disrupting Behavior (Depicted in 
Error! Reference source not found.1). 

Cues to Action is a construct that has been added to the Theoretical Domains Framework 
for this study. Cues to Action refers to triggers that motivate users into performing an action. In 
this context, Xiao and Wong (2013) used the example of ‘the craving for attention’ as a cue to 
action.  

Knowledge of the environment refers to the knowledge of the circumstances in which to 
perform Disrupting Behavior. Therefore, the results imply that users that perform Disrupting 
behavior perceive the Internet environment as a suitable place to carry out Disrupting Behavior. 

 
 

Figure 11. Disrupting and Behavior Constructs 
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Action, Fear, Anticipated Regret, Susceptibility to the Threat and Outcome Expectancies (Figure 
12). 

 

Figure 12. Cognitive Laziness and Behavior Constructs 
 
4.2.2.2. Inexperience and behavior constructs 
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al. (2018) particularly refers to deficient amount of Attention Control. Consequences (under the 
Reinforcement domain) refer to the cost of not performing a behavior. In this context, it refers to 
the costs of not performing cybersecurity behavior. 
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Figure 13. Inexperience and behavior construct 
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This section presents the constructs and cybersecurity behaviors under intentional benevolent 
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Figure 14.  Knowledge gaining and behavior constructs 
 
4.2.3.2. Proactive and behavior constructs 
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Consequents (under Reinforcement), Social Pressure, and Social Pressure (Figure 15). 
 
 
 
 
 
 
 
 
 
 
 

Knowledge  
Gaining 

1 

Probability\ 
Vulnerability 

 of the 
Threat 

1 

1 

Knowledge 

1 
Consequents 

(Reinforcement) 

1 

Self-Efficacy 

1 Consequents 

1 

Outcome  
Expectancies 

1 

Consequences 
(Beliefs) 

1 

1 Skills 



 
 
 

Mashiane & Kritzinger / Eurasian Journal of Social Sciences, 9(2), 2021, 98-122 
 
 

 

115 

 

 
Figure 14. Proactive and behavior constructs 
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likely to decrease malicious cybersecurity behavior in a work setting. Organizational leaders 
should foster a culture that discourages malicious cybersecurity behavior.   

The constructs that were found to promote benevolent cybersecurity behaviors within an 
organization were Self-efficacy, Outcome Expectations, Consequences (under Reinforcement), 
Probability/Vulnerability of Threats, Social Norm, Organizational Culture, Social Pressure, 
Positive/Negative Affect, and Organizational Commitment. As part of the work environment, the 
institution has direct control over its culture and commitment and is able to put in place 
interventions that promote active cyber security behavior.  

 
4.3.2. The home environment  
 
Among the constructs that discourage malicious cyber behavior at home are Self-Efficacy, 
Decision Making, and Perceived Behavioral Control. Malicious cybersecurity behavior is 
influenced by Knowledge of the environment, Self-efficacy, Social Norms, Cue-to-Action, Fear, 
and Anticipated Regret. 

When creating cybersecurity behavior intervention initiatives, constructs such as 
Outcome Expectations, Self-efficacy, Susceptibility to the Threat, Goal, Priority Breaking Habit, 
and Perceived Behavioral Control can be included.  

 
5. Practical implications of study 
 
In the following section, we discuss the gaps in current research which this study addresses. A 
comprehensive overview of the results is presented by combining the results, giving a 
cybersecurity intervention designer a better understanding of the domain. The contribution is 
presented in the form of a Model of Cybersecurity Behavior Constructs (MCSBC). 

Given that the initiative designer is responsible for designing a cybersecurity behavior 
program for employees that is intended to raise the employee compliance levels with the 
organization's data security policy, they will select the Security Compliant Behavior category. 
Figure 16 presenting the results of the research focused on behavior constructs and cybersecurity 
compliance behavior will open (Depicted in Figure 8). From Figure 8, it is easy to identify that 
Self-efficacy, Outcome Expectations and Consequents (Reinforcement) are the top constructs 
which have been found to have a positive significant relationship with the Stages of Change Model 
(According to the Stages of Change Model, users' intentions are measured at five stages: 
preparation, contemplation, action, and maintenance. In the context of cybersecurity, the Stages 
of Change Model reflects how a user intends to behave regarding cybersecurity.). The designer 
can investigate how to incorporate components in the program that are aimed at 1) increasing 
employees’ Self-efficacy, 2) communicating clearly the Outcome Expectations of complying and 
not complying to the information security policy and finally 3) the designer should highlight the 
consequences of not complying to the information security policy i.e. Consequents 
(Reinforcement). 

Figure 15. Cybersecurity behavior taxonomy: work 
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The above example scenario gives an example of how the designers of cybersecurity 
behavior change initiatives can utilize the knowledge gained from studies in the field to their 
advantage. Previously, the designer would have to conduct a preliminary study to determine how 
to best influence employees. Model of Cybersecurity Behavior Constructs provides the designer 
with a convenient manner of accessing the consolidated information. 

 
6. Conclusion  
 
Systematic Literature Review was presented in the study. First, the study presents literature 
reviews focused on user cybersecurity behavior. An overview of user cybersecurity behavior in 
the home and workplace is presented. Each of the environments is accompanied by cybersecurity 
behavior categories. 

The study presented the methodology used to conduct the study. We extracted 
cybersecurity behavior constructs from the selected literature and mapped them onto the 
Theoretical Domains Framework during this exercise. As a means of synthesizing the constructs 
found in the literature, we used Theoretical Domains Framework. An analysis of the relationship 
between the behavior constructs and each cybersecurity behavior category was presented in the 
final section. 

This study aims to identify the relationship between user cybersecurity behavior 
categories and user cybersecurity behavior constructs. Study results suggest that in the process 
of developing a cybersecurity behavior initiative, constructs such as organizational 
culture/climate, skills, self-monitoring, leadership, outcomes expectations, and knowledge should 
be considered. The constructs that were found to promote benevolent cybersecurity behaviors in 
an organization include Self-efficacy, Outcomes expectations, Consequents (under 
Reinforcement), Probability/Vulnerability of Threat, Social Norm, Organizational Culture, Social 
Pressure, Positive/Negative Affect and Organizational Commitment. 

In the home environment, Self-efficacy, Decision Making, and Perceived Behavioral 
Control are constructs that discourage malicious cyber activity. The constructs that increase 
malicious cybersecurity behavior in the home environment include Knowledge of the environment, 
Self-efficacy, Social Norms, Cue-to-Action, Fear, and Anticipated Regret. When encouraging 
benevolent cyber behavior in the home environment, constructs like Outcome Expectations, Self-
efficacy, Susceptibility to the Threat, Goals, Priority Breaking Habits, and Perceived Behavioral 
Control can be utilized.   

The major contribution of this paper is to detect and explaining the risk eliminating effect 
that is inherent in inter-temporal transfer of worked hours in working time accounts. Based on a 
stochastic dominance model of probability mass shift, we were able to show that working time 
accounts establish a mutual insurance device between employers and employees. For 
employees, coverage by a working time accounts system provides both, insurance of disposable 
income and private unemployment insurance. For firms, such a system provides smoothing of 
labor cost. Moreover, working time accounts improve the quality of present and future 
employment relations, supporting sustainable enterprises and availability of human capital. In 
Germany, working time accounts are well disseminated and sophisticated institutional 
arrangements between the social partners are pretty standard. 

The key contribution of this paper helped to close the jobs miracle research gap that has 
become evident since the global financial and economic crisis, where we revisited the labor 
market miracle from a disposable income perspective. Interestingly, the appropriate access point 
to disclosing the sustaining jobs miracle is exactly the sustaining disposable income at work 
property that is implemented by working time accounts by construction. Given the revisiting 
access to the German labor market miracle, the rather unprecedented development of 
employment and disposable income in Germany prior to, during and in the aftermath of the world 
crisis has become clear and also fairly predictable. 

We conclude with the interpretation that the fact that inter-temporal transfer of worked 
hours has been enacted beforehand crisis - i.e., the profound experience of working time accounts 
as a mutual insurance device in Germany’s industrial and workplace relations system - crucially 
contributed as context factor to the success of the employment stabilizing and even job generating 



 
 
 

Mashiane & Kritzinger / Eurasian Journal of Social Sciences, 9(2), 2021, 98-122 
 
 

 

118 

 

effect during the Great Recession and its aftermath. Thus, employment and income stabilizing 
over the business cycle through mutual insurance in working time accounts points to an institution 
that might be promising for other economies and labor markets as well, in particular under 
conditions of growing scarcity of qualified labor. 

The following limitations must be considered when interpreting the presented results. 
Literature samples are small. The Model of Cybersecurity Behavior Constructs contains some 
behavior categories for which only one study exists.  

Analyses based on Models of Cybersecurity Behavior Constructs have not been 
empirically evaluated. In addition to its reliability, the model is based on data found in published 
literature. In this study, there were no statistical strategies developed to combine the results since 
each study used a different statistical approach to analyze its results. 

A limitation of this study is that, as with any literature review, bias and subjectivity were 
present in selecting literature. As the research within the domain of user cybersecurity behavior 
continues to grow, so will the literature to provide a comprehensive review of these studies. It is 
suggested that future studies conduct a meta-analysis literature review. Statistical information 
from a meta-analysis will complement the overview literature review, strengthening its 
conclusions. 
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