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Abstract

Although the use of technology in the State violence and repression is universal, very little has
been done to educate society about the rationale and uses of technologies of repression by the
State. This paper employs Michael Mann's (1986) theory of state power and argues that
technology is central in the practice of repression by the State for its longevity, hegemony, and
national order, thereby creating specific versions of power. It adopts a qualitative research
approach that exploits extant literature to explain the centrality of technology in State repression
as a governmentality. The aim is to create a taxonomy of technologies the State uses to retain
power and maintain order in society. The key findings of the qualitative data are that technologies
of repression can be categorized as those for surveillance, artificial intelligence-based
technologies, and the varieties of technologies for the State's use of direct violence, propaganda
(content manipulation), and jurisprudence digital technologies. | recommend disseminating
technologies of repression in communities, schools, and tertiary institutions about the varieties
and uses of technologies used by the State for repression and their implications for their safety.
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1. Introduction

State violence and repression deployment have evolved significantly by integrating advanced
technologies such as surveillance systems, artificial intelligence (Al), and digital tools. Historically,
state repression relied on overt physical force, but the contemporary practice of coercion has
embraced sophisticated mechanisms that manipulate and control populations without overt
violence. The growing digital landscape has provided governments with new tools for targeting
dissent, maintaining political control, and safeguarding regime survival. State actors across the
globe, from autocratic regimes to democracies, are incorporating these digital technologies into
their repertoires of repression, utilizing them for surveillance, content manipulation, and the
suppression of political movements (Feldstein, 2021; Woolley, 2022). Digital repression
encompasses a variety of technologies and tactics that empower governments to control
populations subtly and effectively. Surveillance systems, such as facial recognition and smart
policing, enable states to track and monitor individuals in real time (Maphosa, 2023). Al-based
systems further refine the state’s ability to predict and prevent dissent through data collection and
analysis, allowing preemptive action (Feldstein, 2021). Governments now use internet shutdowns
and targeted surveillance to limit the ability of opposition groups to organize, while censorship
tools allow them to control the flow of information and prevent the dissemination of narratives that


https://orcid.org/0000-0001-7848-631X

Edmore Ntini / Eurasian Journal of Social Sciences, 12(3-4), 2024, 104-114

threaten regime stability (Gohdes, 2020; Michaelsen and Thumfart, 2022). These technologies
also blur the lines between overt and covert repression, enabling states to maintain social control
without widespread violence (Earl et al. 2022). This article analyses the various technologies and
how they are used for political control and repression by presenting a brief methodology,
conceptual framework (state violence and technologies of repression), the theoretical framework
(Michael Mann 1986 theory of the state, literature review, discussion, recommendations, and
conclusion.

This research adopts a qualitative approach to explore how digital technologies have
transformed state repression. Extant literature was used to examine various insights across
studies. The analysis draws from academic papers, journal articles, and case studies
investigating the role of surveillance, Al, and digital tools in modern state violence and repression.
The use of the internet and search engines has enabled the researchers to access very relevant
literature on this study. These works were synthesized through thematic analysis to construct a
comprehensive taxonomy of repressive technologies and assess their implications for
governance, civil liberties, and international relations (Feldstein, 2021; Gravett, 2022). The
method allows an in-depth understanding of digital repression's operation across political
contexts, civil society, and citizens.

2. Conceptual framework
2.1. State violence

State violence refers to the systematic use of physical force or coercion by governments to
maintain control over their populations. Historically, this has included overt actions such as police
brutality, military intervention, and political imprisonment. State violence encompasses both direct
physical actions and more subtle forms of repression, such as psychological warfare, economic
coercion, and, increasingly, digital manipulation (Gohdes, 2020). State violence serves as a tool
for governments to suppress dissent, control populations, and perpetuate their political
dominance. In the modern context, state violence has evolved to include not only physical harm
but also the imposition of fear through surveillance and coercive technologies (Feldstein, 2021).

The nature of state violence has shifted as technology has advanced. While traditional
forms of violence, such as military or police force, continue to be used, modern states are
increasingly turning to less visible forms of coercion, such as digital surveillance and manipulation,
to maintain control. The deployment of these technologies has blurred the lines between overt
and covert violence. For example, in some authoritarian regimes, mass surveillance and Al-
powered predictive policing are used to preemptively suppress dissent, effectively neutralizing
opposition before it can organize into a tangible threat (Feldstein, 2021; Kam and Clarke, 2021).

In examining modern state violence, it is essential to recognize that governments do not
always rely on physical force to maintain control. The fear of surveillance and punishment can be
just as powerful a deterrent as the actual use of force. This shift has allowed governments to
preserve the appearance of stability while exerting significant control over the lives of their
citizens. State violence in the digital age is also characterized by the strategic use of psychological
operations and propaganda, which manipulate public opinion and foster compliance without direct
physical confrontation (Woolley, 2022). This redefinition of violence expands the scope of what
constitutes state repression, allowing governments to maintain power more effectively in the
digital era.

2.2. Technologies for repression

Technologies of repression encompass a wide range of digital tools and innovations that states
use to control populations, surveil dissent, and manipulate public opinion. These technologies
have transformed how states engage in repression, moving from traditional, overt methods of
violence to more covert forms of control that can be executed digitally. Technologies of repression
include Al-powered surveillance, content censorship, internet shutdowns, and disinformation
campaigns (Feldstein, 2021; Gravett, 2022). These tools allow governments to target dissidents
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and opposition groups more precisely, reducing the need for mass violence while maintaining
control.

Surveillance is one of the most pervasive technologies used for repression. With the
advent of Al and facial recognition technology, states can now monitor individuals in real time,
tracking their online and offline movements and behaviors. This has been particularly evident in
China, where mass surveillance systems such as the "social credit" system monitor citizens and
enforce government control (Feldstein, 2021; Kam and Clarke, 2021). Similarly, governments in
authoritarian regimes have employed Al-driven systems to predict and preemptively suppress
protests and dissent, using data analytics to identify potential threats to regime stability (Gohdes,
2020; Feldstein, 2021).

Censorship and content manipulation are also critical components of digital repression.
Governments now use sophisticated algorithms and Al to filter online content, removing
dissenting voices and amplifying state-approved narratives. This allows regimes to shape public
perception and maintain control over the flow of information (Woolley, 2022). In countries like
Saudi Arabia and the UAE, digital repression is used not only to suppress political opposition but
also to promote regime-friendly narratives that align with state priorities (Uniacke, 2020). Using
social media platforms for disinformation campaigns and psychological operations further
enhances the state's ability to control public opinion and stifle dissent (Bazarkina and
Matyashova, 2022).

The use of these technologies represents a significant shift in the way repression is
enacted. Unlike traditional forms of repression, which often rely on physical force, digital
repression is mainly invisible and operates behind the scenes. This makes it more difficult for
opposition groups to organize and for citizens to resist, as they are often unaware of the full extent
of the state's surveillance and manipulation efforts (Poupin, 2021). The development and
proliferation of these technologies have allowed governments to maintain tighter control over their
populations while avoiding the international scrutiny that often accompanies overt violence.

3. Theoretical framework: Michael Mann’s (1986) Theory of the State

Michael Mann’s (1986) theory of the state provides a comprehensive framework for
understanding how states maintain power through a combination of despotic and infrastructural
control. According to Mann, the state derives its power from both its ability to coerce and its
capacity to organize and administer society. This duality is critical in understanding how modern
states deploy technologies of repression. Mann's theory is particularly relevant in examining the
shift from overt, despotic forms of control—such as the use of physical violence by police or
military forces—to more covert forms of infrastructural power, such as digital surveillance and
manipulation of public opinion (Mann, 1986).

Mann (1986) differentiates between despotic and infrastructural power, with despotic
power referring to the state's ability to make decisions without consultation or opposition, often
through coercion or violence. Infrastructural power, on the other hand, refers to the state's ability
to penetrate society, organize social relations, and enforce compliance through administrative
and bureaucratic means. In the context of modern repression, infrastructural power has
increasingly become more important as states utilize technologies like Al, big data, and
surveillance to exercise control without the need for overt force (Feldstein, 2021; Gohdes, 2020).
In Mann's framework, technologies of repression can be seen as an extension of infrastructural
power. The state's use of surveillance and Al-powered tools enables it to monitor, predict, and
control social behavior at a granular level, thereby minimizing the need for direct intervention.
This aligns with Mann's idea that modern states maintain power through physical coercion and
their ability to shape and regulate society's infrastructure (Mann, 1986). The rise of digital
technologies has enhanced this capacity, allowing states to control vast populations with minimal
physical presence (Kam and Clarke, 2021).

Moreover, Mann’s theory of the state helps explain the global spread of these
technologies. As states seek to maintain hegemony and stability, they adopt repressive
technologies to enhance their infrastructural power. This has been particularly evident in countries
like China, where the integration of mass surveillance and social control systems has allowed the
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state to maintain unprecedented levels of control over its population (Kam and Clarke, 2021).
Similarly, in authoritarian regimes across the Middle East, states have employed digital repression
to suppress opposition and ensure regime survival (Uniacke, 2020; Feldstein, 2021). While
Mann’s theory primarily focuses on the state’s internal dynamics, it can also be applied to
international relations. Exporting surveillance technologies from countries like China to other
authoritarian regimes reflects the global spread of infrastructural power. This global dissemination
of repressive technologies suggests that state power is no longer confined to national borders but
extends into the digital realm, where it can be exercised across societies and regions (Gravett,
2022). In this way, Mann’s theory provides a valuable framework for understanding the internal
and external dynamics of state repression in the digital age.

Michael Mann's theory of social power provides a valuable framework for analyzing state
development and power dynamics (Hawkins, 2014). Mann distinguishes between military and
political power, emphasizing how modern states have merged these forms while maintaining their
distinct organizational autonomy (Mann, 1986). His concept of "infrastructural power" is compared
to Foucault's "governmentality,” offering insights into modern state capabilities and rationality
(Kahveci, 2024). Mann proposes a polymorphous view of state functions, arguing that modern
states have "crystallized" in response to various sources of social power, including capitalism,
ideology, and militarism (Mann, 1986). He also suggests that states develop along representative
and national continua, ranging from autocratic to democratic and centralized to confederal (Mann,
1986). Mann's theory emphasizes the state's autonomy, viewing it as an arena or space that is
the source of its independent power (Mann, 2008). This framework proves helpful in analyzing
both Western and developing countries' state power dynamics (Hawkins, 2014).

Mann’s framework, therefore, remains relevant in contemporary discussions of state
violence and repression, particularly as the mechanisms of control have shifted from overt
physical violence to more subtle, infrastructural forms of domination. Digital repression
technologies enhance the state’s infrastructural power, allowing it to maintain control with greater
efficiency and less reliance on overt coercion. This shift marks a significant evolution of state
power, aligning with Mann's insights into the duality of despotic and infrastructural control.

4. Literature review
4.1. Surveillance

Surveillance is one of the most pervasive technologies of state repression, providing governments
with the ability to monitor and control populations in real time. Surveillance technologies like facial
recognition, biometric tracking, and mass data collection systems have become central to modern
governance. These technologies allow states to gather information on individuals' movements,
behaviors, and communications, creating extensive databases that can be used to predict,
prevent, or suppress dissent. The use of mass surveillance is particularly evident in authoritarian
states like China, where sophisticated surveillance networks are integrated with Al to monitor the
population. The “social credit system” is one such example, where citizens are continuously
monitored, and their behavior is evaluated according to government standards. This system
reinforces state power by aligning personal incentives with government interests, discouraging
dissent, and promoting compliance (Kam and Clarke, 2021). Surveillance is not limited to
authoritarian regimes, as many demaocratic countries also utilize surveillance for national security
purposes, albeit under more legal scrutiny (Feldstein, 2021). Governments also employ
surveillance to monitor online activities, gathering intelligence on political opposition, activist
groups, and dissidents. In countries like Saudi Arabia and the UAE, social media is heavily
monitored, and dissenting voices are suppressed through digital surveillance. These efforts are
designed to maintain the political status quo and prevent the organization of resistance (Uniacke,
2020). Surveillance technologies enhance state power by extending the government's ability to
see and control social behavior, reinforcing its authority while limiting the capacity for opposition
movements to mobilize.
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4.2. Artificial intelligence-based technologies

Artificial intelligence (Al) plays a significant role in modern state repression, enabling governments
to enhance their surveillance, predictive capabilities, and policing efforts. Al systems process vast
amounts of data collected through surveillance, identifying behavior patterns and potential threats
to the state. These technologies allow governments to automate their repressive apparatus,
making it more efficient and precise. In China, Al is combined with surveillance systems to track
individuals, monitor social behaviors, and predict potential unrest (Kam and Clarke, 2021). Al-
powered facial recognition and intelligent policing tools allow the state to prevent dissent before
it can materialize, providing unprecedented control over the population. The use of Al in
repression extends beyond surveillance, as it is also employed to analyze social media content,
track dissident activity, and identify individuals who may threaten the regime (Gohdes, 2020). Al's
role in state repression is not limited to authoritarian regimes. Democracies increasingly adopt Al
for predictive policing, allowing law enforcement agencies to target areas or individuals deemed
high risk based on historical data (Maphosa, 2023). While this technology is often justified to
enhance public safety, it raises significant concerns about privacy, discrimination, and potential
abuse. Al reinforces state power by increasing the state's capacity to monitor and control
populations with minimal human intervention, ensuring that dissent is efficiently suppressed.

4.3. Varieties of technologies the state uses for direct violence

While modern states often rely on covert forms of repression, direct violence remains an essential
tool for maintaining control, particularly in situations where dissent escalates into open conflict.
Technologies of direct violence, such as drones, cyber-attacks, and advanced weaponry, have
been incorporated into state arsenals, allowing governments to project power both domestically
and internationally. Drones and other forms of automated weaponry have become integral to
modern warfare and state violence. These technologies enable states to target individuals or
groups precisely, minimizing collateral damage while maximizing the effectiveness of violent
repression. In conflict zones, drones have been used to eliminate political opponents, dissidents,
and insurgents, reinforcing state authority through lethal force (Egloff and Shires, 2021). Cyber-
attacks also play a critical role in modern state violence, as governments deploy offensive cyber
capabilities to disrupt opposition groups, damage critical infrastructure, and cripple adversaries'
capabilities (Egloff and Shires, 2021). In addition to physical violence, digital technologies enable
states to engage in psychological violence, targeting individuals and groups with disinformation
campaigns, hacking, and other forms of cyber harassment. These technologies create a climate
of fear, eroding opposition and preventing organized resistance. The capacity for direct violence,
both physical and psychological, remains a crucial component of state power, ensuring that
governments can maintain order through force when necessary.

4.4. Propaganda (content manipulation)

Propaganda has long been a tool of state control, and digital technologies have expanded its
reach and effectiveness. Modern states use Al, bots, and social media algorithms to manipulate
public opinion, spread disinformation, and suppress dissenting narratives. The rise of
computational propaganda allows governments to amplify state-approved content, drown out
opposition voices, and control the flow of information in ways that were not previously possible
(Woolley, 2022). Social media platforms are particularly vulnerable to manipulation by state
actors. Governments use bots to create the appearance of widespread support for state policies
while flooding platforms with disinformation that undermines the credibility of opposition groups
(Woolley, 2022). In many authoritarian regimes, governments also employ influencers and other
semi-organic forms of manipulation to steer public discourse in their favor (Bazarkina and
Matyashova, 2022). The ability to shape public perception through digital propaganda reinforces
state power by creating a controlled narrative that legitimizes the government's actions while
delegitimizing opposition movements. The use of propaganda has been especially prominent in
countries like Russia and China, where the state tightly controls media narratives and uses digital
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tools to manipulate public opinion on a mass scale. In democratic states, while legal frameworks
exist to limit overt censorship, governments increasingly turn to subtler forms of content
manipulation, often justified on national security grounds (Feldstein, 2021). Moreover,
propaganda has become a key tool of digital repression, particularly in the form of disinformation
and psychological operations conducted via social media platforms. Al and bots amplify state-
approved content, drown out dissent, and manipulate public opinion (Woolley, 2022). By engaging
influencers and employing sophisticated psychological operations, regimes can shape public
perception to foster compliance and deter opposition (Bazarkina and Matyashova, 2022).

4.5. Jurisprudence digital technologies

Digital technologies have also transformed the legal mechanisms through which states control
their populations. Jurisprudence digital technologies include tools that automate legal processes,
monitor compliance with laws, and enforce state regulations. These technologies are often framed
as tools to enhance the efficiency of the legal system, but they also serve as instruments of
repression. In many countries, Al is used to streamline judicial processes, such as case
management and sentencing. These systems analyze data to predict case outcomes and suggest
appropriate sentences, which can reduce human bias but also create new forms of algorithmic
injustice. Al-driven legal technologies can reinforce systemic inequalities, as they often replicate
existing biases embedded in the data on which they are trained (Maphosa, 2023). These
technologies also enhance the state's capacity to enforce laws and regulations, particularly in
areas like tax evasion, criminal justice, and counterterrorism (Zimmermann et al. 2022). Digital
technologies in jurisprudence also allow for greater surveillance and enforcement of legal
compliance. For instance, many states use biometric data to track individuals and ensure
compliance with legal obligations, such as paying taxes or adhering to immigration laws. These
1technologies reinforce the state's ability to monitor and control populations, ensuring individuals
comply with legal norms (Gravett, 2022).

5. Taxonomy of technologies used by the state

Table 1. Taxonomy of technologies for repression and control used by the state

Category

Technology

Description

Examples

Surveillance
Technologies

Artificial
Intelligence-
Based
Technologies

Direct Violence

Technologies

Propaganda
(Content
Manipulation)
Technologies

Jurisprudence

Digital
Technologies

Facial Recognition &
Biometric Tracking

Mass Data Collection &
Social Media Monitoring

Predictive Policing

Facial Recognition and
Smart Policing

Drones and Automated
Weaponry

Cyber-Attacks and
Digital Warfare

Disinformation
Campaigns via social
media

Influencer-Based
Psychological
Operations

Al-Powered Legal
Systems (Sentencing
and Case Management)

Biometric Monitoring for
Legal Compliance

Real-time identification and tracking of individuals based on facial features and
biometric data such as fingerprints, retina scans, and gait analysis. These systems
allow the state to monitor physical movements and social interactions.

They have automated data collection from social media, emails, phone calls, and other
digital communication platforms. Algorithms process this data to identify potential
threats, activists, or dissidents.

Al-powered systems analyze crime data to predict where crimes are likely to occur and
which individuals will likely engage in criminal behavior. This allows police forces to
focus resources on high-risk areas or individuals, thus preventing crime before it
happens.

Al enhances surveillance capabilities by enabling police to instantly identify individuals
in crowds or on CCTV footage. Smart policing uses Al to coordinate police response
based on real-time data, increasing efficiency and precision.

Uncrewed aerial vehicles (drones) and other automated weapons systems enable
states to engage in targeted killings or military operations with precision and minimal
risk to their forces. These technologies are often used in counterterrorism or military
repression campaigns.

Governments use offensive cyber capabilities to turn off critical infrastructure, disrupt
communications, and damage the digital operations of opposition groups or foreign
states. These attacks can cause significant economic and political damage without
physical violence.

Governments use bots, Al, and human influencers to manipulate online discourse by
spreading disinformation, amplifying state-approved narratives, and suppressing

dissent. These campaigns aim to shape public opinion and control the political narrative.

Al-enhanced psychological operations leverage human influencers on social media to
guide public opinion in favor of the state subtly. These operations involve creating
content that appears grassroots but is state-sponsored, designed to shape public
perception in a way that reinforces state narratives.

Al systems assist in judicial decision-making, such as predicting case outcomes and
recommending sentences. While this can improve efficiency, these systems can also
reproduce biases, potentially leading to unfair or discriminatory rulings.

The state uses biometric data, such as fingerprints or retina scans, to monitor
compliance with legal requirements (e.g., tax payments, criminal justice). This increases
the state’s ability to enforce laws and regulations precisely and individually.

China's "social credit system" uses facial recognition to
monitor citizens' movements and behaviors. This system
rewards or punishes individuals based on their compliance
with state-defined social norms (Kam and Clarke, 2021).
NSA'’s PRISM program in the U.S. collects massive
amounts of data on citizens and foreigners. Social media
surveillance was used during the Arab Spring to track and
suppress protesters (Gohdes, 2020; Feldstein, 2021).

In the U.S., cities like Chicago and Los Angeles use
predictive policing algorithms to direct police resources to
neighborhoods with high crime risks (Maphosa, 2023).

China’s extensive use of facial recognition systems in
public spaces such as train stations and airports for "smart
policing" (Kam and Clarke, 2021). In the U.K., police have
tried facial recognition at significant public events.

The U.S. military’s use of drones for targeted killings in
conflict zones like Afghanistan and Yemen (Egloff and
Shires, 2021). Similarly, Israel has used drones for
surveillance and precision airstrikes in Gaza.

Russia’s cyber-attacks during the 2016 U.S. presidential
election, where hacking and disinformation campaigns
were used to disrupt democratic processes (Egloff and
Shires, 2021).

Russia’s disinformation efforts during the 2016 U.S.
election, where thousands of bots spread fake news and
state-friendly narratives on social media platforms
(Woolley, 2022).

Saudi Arabia uses social media influencers to promote
state narratives and discredit opposition voices (Bazarkina
and Matyashova, 2022).

Al-powered sentencing systems in the U.S. criminal
justice system, such as COMPAS, assess recidivism's
likelihood and influence sentencing decisions (Maphosa,
2023).

India’s Aadhaar biometric identification system monitors
access to government services and enforces tax
compliance (Gravett, 2022).
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A taxonomy of state repression technologies can be classified into five categories (see
Table 1 below). Employing these technologies enhance their ability to maintain order and control,
reinforcing their power and limiting the capacity for opposition. While often justified in the name
of security and efficiency, these tools are fundamentally repressive, perpetuating state dominance
over society.

6. Discussion

Modern technologies of repression, such as surveillance, artificial intelligence (Al), direct violence
tools, propaganda, and jurisprudence technologies, reflect a profound shift in how state power is
exercised in the digital age. Theoretical frameworks provided by Michael Mann (1986) and Michel
Foucault (1977) offer critical insights into this transformation. Mann’s distinction between despotic
and infrastructural power is particularly relevant, with dictatorial power referring to the state’s
capacity to act unilaterally through force or coercion, and infrastructural power describing the
state’s ability to organize and penetrate society through institutions and regulatory systems.

Modern technologies of repression, such Surveillance technologies, such as facial
recognition and mass data collection, exemplify infrastructural power, enabling the state to
monitor and control populations without overt coercion (Kam and Clarke, 2021). However, these
technologies also reinforce despotic power when used to target dissidents or suppress protests,
as the data collected can be weaponized against opposition groups (Feldstein, 2021). Foucault’s
notion of governmentality and biopolitics further complements this analysis, emphasizing how
modern states manage and regulate populations through disciplinary mechanisms. as
surveillance, artificial intelligence (Al), direct violence tools, propaganda, and jurisprudence
technologies, reflect a profound shift in how state power is exercised in the digital age. Theoretical
frameworks provided by Michael Mann (1986) and Michel Foucault (1977) offer critical insights
into this transformation. Mann’s distinction between despotic and infrastructural power is
particularly relevant, with dictatorial power referring to the state’s capacity to act unilaterally
through force or coercion, and infrastructural power describing the state’s ability to organize and
penetrate society through institutions and regulatory systems.

Modern technologies of repression Al-powered predictive policing is a prime example of
biopolitical control, as it allows states to anticipate and prevent dissent before it occurs, thereby
shaping behavior through continuous surveillance and intervention (Maphosa, 2023). This aligns
with Foucault’s concept of "disciplinary power," where the mere possibility of surveillance leads
individuals to regulate their behavior, ensuring compliance with state norms (Foucault, 1977).
Despite the prevalence of infrastructural control, despotic power remains crucial, mainly through
technologies of direct violence such as drones and cyber-attacks, which allow states to engage
in targeted violence with precision and minimal visible human cost (Egloff and Shires, 2021).
Cyber-attacks represent digital despotic power, where states disrupt the infrastructure of
opposition groups or foreign adversaries without confrontation, reinforcing their dominance (Egloff
and Shires, 2021). On, such surveillance technologies, such as facial recognition and mass data
collection, exemplify infrastructural power, enabling the state to monitor and control populations
without overt coercion (Kam and Clarke, 2021). However, these technologies also reinforce
despotic power when used to target dissidents or suppress protests, as the data collected can be
weaponized against opposition groups (Feldstein, 2021). Foucault’'s notion of governmentality
and biopolitics further complements this analysis, emphasizing how modern states manage and
regulate populations through disciplinary mechanisms. as surveillance, artificial intelligence (Al),
direct violence tools, propaganda, and jurisprudence technologies, reflect a profound shift in how
state power is exercised in the digital age. Theoretical frameworks provided by Michael Mann
(1986) and Michel Foucault (1977) offer critical insights into this transformation. Mann’s distinction
between despotic and infrastructural power is particularly relevant, with dictatorial power referring
to the state’s capacity to act unilaterally through force or coercion, and infrastructural power
describing the state’s ability to organize and penetrate society through institutions and regulatory
systems.
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Propaganda technologies, especially Al-driven disinformation campaigns, illustrate how
states maintain control by shaping public opinion and manipulating content, thus extending
infrastructural power through the information ecosystem (Woolley, 2022). Influencer-based
psychological operations further blur the lines between state-driven and grassroots narratives,
covertly guiding public discourse in favor of the state (Bazarkina and Matyashova, 2022). Lastly,
digital technologies in the legal domain, such as Al-powered legal systems and biometric
monitoring, enhance the state's capacity to enforce laws and regulate individual behavior,
embedding legal compliance into everyday life and reinforcing infrastructural power (Gravett,
2022).

The nexus of biopolitics, governmentality, and state violence is explored in these papers,
highlighting their interconnectedness in modern power structures. Biopolitics and governmentality
are key concepts for understanding neoliberalism, with power as a relationship between forces
always present in Foucault's conception of government (Saidel, 2023). The merging of biological
and political life is seen as a central problem of modernity, leading to different understandings of
the relationship between violence and politics (Oksala, 2010). The government exercises power
over populations through security apparatuses, while biopower controls human life through
disciplinary technologies (Macdonald et al. 2013). The state of exception allows for the totalization
of sovereign power by suspending routine juridical procedures, and the contemporary episteme
of (in)security has led to the establishment of a 'panoptic dispositif' in late capitalist societies
(Macdonald et al. 2013). These concepts illuminate modern biopolitical societies' complex power,
violence, and control dynamics.

The rapid advancement of artificial intelligence (Al) and robotics presents significant
ethical and legal challenges across various sectors of society (Cath, 2018; Rawat et al. 2024).
These technologies raise concerns about accountability, fairness, and transparency, particularly
in high-risk areas such as law enforcement and healthcare (Cath, 2018). One can argue that
ethical guidelines and regulatory frameworks are emphasized to balance the benefits of Al with
the protection of human rights and privacy. Digital accountability research is crucial for tracking
and exposing risks in the digital ecosystem but faces legal and ethical dilemmas (Anstis et al.
2024). The complex legal landscape surrounding Al and robotics includes liability, intellectual
property rights, and data privacy (Akpuokwe et al. 2024). International cooperation and the
involvement of diverse stakeholders are deemed essential for establishing harmonized legal
standards and ethical frameworks to govern these emerging technologies (Anstis et al. 2024;
Akpuokwe et al. 2024).

Biopolitics and governmentality shape state power and technology use. Abraham and
Rajadhyaksha (2015) examine India’'s digital governance, highlighting tensions between biopower
and geopolitics and the risks of digitization for people with low incomes. Repo (2016) argues that
EU gender equality policies function as biopolitical and neoliberal governmentality, optimizing
reproduction and productivity. Nadesan (2008) comprehensively analyzes governmentality and
biopower across various domains, including markets, mental health, and global security. Collier
(2009) discusses Foucault's methodological shift towards a 'topological' analysis of power,
examining correlation patterns between heterogeneous elements. These studies demonstrate
how biopolitics and governmentality influence state violence and repression through technological
means, shaping citizenship (Abraham and Rajadhyaksha, 2015), regulating populations (Repo,
2016), governing everyday life (Nadesan, 2008), and reconfiguring power structures (Collier,
2009).

Integrating these technologies into the state's repressive apparatus illustrates how
modern governments utilize despotic and infrastructural power to maintain control and suppress
dissent in an increasingly digital world. Digital technologies have transformed state repression,
presenting new challenges to democratic values globally. Governments increasingly employ
digital surveillance, censorship, and control tools to maintain political power and suppress dissent
(Feldstein, 2021). This shift from traditional military dominance to civilian-focused technology
development has reduced governments' influence over technological norms (Fitzgerald and
Parziale, 2017). In democratic regimes, state repression can be as severe as in autocracies, with
centralized and decentralized forms of violence posing threats to citizens (Rivera, 2010). The
choice between internet restriction and digital surveillance affects the type and scale of state
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violence, with surveillance linked to targeted repression and internet shutdowns associated with
higher levels of indiscriminate violence (Gohdes, 2014). These developments have significant
implications for democratic governments, civil society, and opposition movements worldwide,
necessitating new strategies to counter the digital autocratic wave (Feldstein, 2021).
Compounding the need for more democratic spaces or voices is the use of armed drones in
targeted killings exemplifies how deeply violent technologies are embedded in contemporary
biopolitics, challenging claims of ethical superiority (Schwarz, 2018). These technologies and
practices reflect the complex intersections of sovereign and disciplinary powers, reshaping the
relationship between state and citizen in the digital age (Abraham and Rajadhyaksha, 2015).

7. Recommendations

A key recommendation emerging from this analysis is the need for widespread education and
dissemination of knowledge about the various technologies used by the state for repression,
particularly within communities, schools, and tertiary institutions. Understanding these
technologies is critical for ensuring that citizens are aware of how their data, behaviors, and
actions are monitored and manipulated by governments. Integrating facial recognition systems,
mass data collection, and Al-based predictive policing into everyday governance underscores the
importance of raising public awareness about how these tools function and their potential risks to
privacy and civil liberties (Kam and Clarke, 2021). Educational programs should focus on
providing individuals with a thorough understanding of the mechanics of these technologies, such
as how Al-driven surveillance systems analyze personal data or how social media platforms can
be manipulated through disinformation campaigns (Feldstein, 2021). This would empower
citizens to navigate digital environments more safely and encourage critical thinking about the
ethical and legal implications of such pervasive monitoring.

Additionally, disseminating information about state-sponsored propaganda and content
manipulation is crucial, particularly in a world where governments often co-opted social media
platforms to spread disinformation and suppress dissent (Woolley, 2022). Students and
communities must be taught to critically evaluate online content, recognize state-sponsored
psychological operations, and understand how Al and bots are covertly used to shape public
opinion (Bazarkina and Matyashova, 2022). Including curricula on digital literacy, data privacy,
and state surveillance in schools and universities would help foster a generation of informed
individuals who can engage critically with the digital tools and platforms they interact with daily.

Moreover, educational institutions should provide a platform for discussing the
implications of Al-driven legal systems and biometric monitoring technologies used to enforce
compliance with laws (Maphosa, 2023). Such discussions would raise awareness about the
potential for algorithmic bias, systemic injustice, and the erosion of individual freedoms in the
name of security and efficiency. By embedding knowledge about these repressive technologies
in educational settings, society can better equip individuals to protect their privacy, question the
ethical use of these tools, and push for transparency and accountability in how governments
deploy such technologies (Gravett, 2022).

8. Conclusion

In conclusion, the growing integration of advanced technologies into state apparatuses for
repression has transformed how governments maintain control and suppress dissent.
Surveillance technologies, Al-driven predictive policing, digital propaganda, and automated
systems of direct violence represent a complex interplay between despotic and infrastructural
power. These technologies allow states to monitor, predict, and influence citizen behavior
unprecedentedly, often with minimal overt violence, creating an efficient and largely invisible
control system. From facial recognition to social media manipulation, these tools are reshaping
the political landscape by embedding state control into the very infrastructure of daily life.

The implications of these technologies are profound, particularly for civil liberties, privacy,
and social justice. Al-driven legal systems and biometric monitoring raise questions about
fairness, transparency, and the potential for systemic bias, while disinformation campaigns and
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psychological operations distort public discourse, undermining democratic processes. To counter
these threats, educating communities, students, and citizens about how these technologies
operate and the risks they pose is crucial. Disseminating knowledge in schools and universities
about the various technologies used by the state for repression and encouraging critical
engagement with these tools will empower individuals to safeguard their privacy and hold
governments accountable for their use of digital repression. In this way, society can begin to
address the challenges posed by these technologies while advocating for more ethical and
transparent governance in the digital age.
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